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Compliance / SOC-as-a-Service

(Two U.S.-Based Security Operation Centers)

CONTINUOUS CYBERSECURITY & COMPLIANCE™

Abacode unifies Cybersecurity & Compliance from our 24/7 Compliance & Security Operations Center providing threat
and compliance management in near real-time. The combination of software-driven security & compliance solutions
and deep expertise enables our Virtual Compliance SOC to extend our industry leading MDR capability to include full

compliance reporting, detection, and response.

Abacode eliminates uncertainty & complexity for our clients allowing them to see a dramatic improvement in threat
detection and protection and a new-found visibility into regulatory compliance.

Security Operations
Center 1
&
Cybersecurity Applied
Research Lab

MetWest Building One
4030 W Boy Scout Blvd,
Ste 400, Tampa, FL 33607

Security Operations
Center 2
&
Regional
West Office

1980 Festival Plaza Drive,
Las Vegas, Nevada, 89135

REAL-TIME VISIBILITY OF YOUR ENTIRE THREAT & COMPLIANCE LANDSCAPE

FULLY MANAGED
DETECTION

SIEM and Al Threat Detection
software that monitors your remote
and on-premises endpoints

® Managed network surveillance
provided by trained Security
Operations Center (SOC) Analysts
who enact incident response and
escalation protocols

Threat exchange communities that
enable sharing web reputation
information

e Threat Hunting and Threat
Intelligence from independent,
third-party cybersecurity labs,
including updates to signatures,
vulnerabilities, correlations,
reporting, and incident response
content

THREAT CONTAINMENT,

RESPONSE AND REMEDIATION

Cloud-native Endpoint Protection
e Network & Host Intrusion
Detection (NIDS / HIDS)

File Integrity Monitoring (FIM)

Cloud Environment & Application
Monitoring

e User Behavior Analytics

e Tier 1-3 Security Operations Center

(SOC) Analysis

* Automated Response Playbooks
Cyber Lorica™ is an advanced level of
protection that detects and responds to
potential security incidents around the
clock from our Security Operations Center
(SOC). Our platform offers custom-built
security, monitored 24/7 by industry-
leading experts.

CONTINUOUS COMPLIANCE

MONITORING

Dedicated compliance dashboard
showing the real-time state of your
compliance program

Full integration with SIEM for real
time alerting of events that affect
compliance posture

Evidence repository for attestation
Continuous monitoring by
experienced compliance analysts
Controls implementation and audit
liaison available.
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24x7 MANAGED THREAT DETECTION & RESPONSE

Abacode Compliance & Security
Operations Center

&(@) (@) % & Security Stack Solutions:

URLS

. Malware
. Hashes
. Domains IP

Addresses

Endpoint Protection
Cloud Gateway Security
Next-gen Firewalls

Email Security

Etc.
ZN
cyber lorica™
\ SOC1 / SOC 2} %
~ \ RTINS -
(]
Abacode Compliance Portal
+ Security Framework & Risk °
Assessment Results
« Policy Updates .
» Procedure Updates ‘vmware
+ Vulnerability Scanning
Results
+ Penetration Testing Results IA Azure aws ' >
« Etc.

Google Cloud Platform

TESTIMONIAL

“Partnering with Abacode allows us to utilize the expertise of its staff to properly implement a managed cybersecurity program,
helping to protect the Tampa Bay Lightning, Tampa Bay Storm, and AMALIE Arena against threats without the overhead of
additional staff and resources focused solely in these areas. We are pleased to have Abacode as a partner.”

- VP of Innovation and Technology Services

Data Breach... Find out what really
happens without 24x7 SOC-as-a-Service

Download the full report
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CONTACT
. US Office: 866-596-9020 . CyberConnect@abacode.com
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